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Conditions of Purchase 
for Services through External Providers 

Status: October 01, 2024

1. Order and Confirmation of Order 

1.1 The Customer may cancel the order if the Supplier has not confirmed 

acceptance of the order (confirmation) in writing within two weeks of 

receipt. 

1.2 Any alterations, amendments or additions to the order shall only be-

come a part of the contract if the Customer accepts such in writing. In 

particular, the Customer is bound by the general terms and conditions 

of the Supplier only to the extent that such are in accordance with these 

Conditions of Purchase or if the Customer agrees to such in writing. 

The acceptance of deliveries or services as well as payments does not 

constitute such agreement. 

1.3 Any provisions in other documents provided by the Supplier (such as 

but not limited to specifications, data sheets, technical documentation, 

advertising materials, order confirmation and/or shipping documents) 

regarding legal terms, warranty, liability, restriction of use, restriction of 

application and/or restriction of suitability, or any other provision that 

changes the provisions of these Conditions of Purchase shall not be 

applicable. 

2. Performance of Services, Employment of Staff 

2.1 The Supplier shall perform the services with the greatest care and state-

of-the-art of science and technology, in order to enable the best possi-

ble result to be achieved. The Supplier shall incorporate the Customer’s 

specifications and inform the Customer promptly if in its opinion 

changes to the services which would result in improvements are possi-

ble. In such a case, sections 4.3 and 4.4 shall apply. 

2.2 The Supplier shall maintain a quality management system (e.g. accord-

ing to DIN EN ISO 9001). 

2.3 The Supplier shall perform the services itself or using its own employ-

ees. Orders or parts thereof may not be assigned or subcontracted to 

third parties without the prior written consent of the Customer. If the 

Supplier fails to obtain such consent, the Customer shall be entitled to 

withdraw from the contract in full or in part and to demand compensa-

tion for damages. The Customer is not authorized to issue any labor-

related or disciplinary instructions towards the Supplier and its employ-

ees. The Supplier shall produce the required employment permits for 

any non-German employees at the request of the Customer. 

2.4 The Supplier shall ensure to render the services only with personnel 

who are not listed on the relevant national, German, European or US-

Sanctions lists as in particular but not limited to the European Union 

Consolidated Financial Sanctions List (CFSL), the U.S. lists issued by 

the Department of Commerce (Bureau of Industry and Security B.I.S.), 

the U.S. lists issued by the Department of Treasury (Office of Foreign 

Assets Controls OFAC). 

2.5 The Supplier shall be free to organize and arrange its work schedule. 

The Supplier may only perform the services at the Customer’s premises 

where this is essential for the proper fulfillment of the order and has 

been agreed in writing beforehand. In this case the Customer shall 

grant the Supplier access to the appropriate premises. 

2.6 The Supplier has the sole responsibility for compliance with all legal, 

regulatory and professional requirements with respect to its employees. 

The Supplier shall in particular fulfill the statutory wage requirements as 

well as the wage requirements from all applicable collective bargaining 

agreements, meet its obligations to pay taxes and social contributions, 

meet all legal and industrial law requirements as well as occupational 

requirements and shall only use employees which have the required 

residence and working permits and/or EU working permits and have 

proper social security and accident insurance. In case of involvement 

of third parties and/or the involvement of further third parties by third 

parties, the Supplier equally ensures the compliance with these require-

ments. Upon request, the Supplier will also provide the Customer with 

respective written proof of compliance with these obligations by the third 

parties. 

2.7 The Supplier shall indemnify and hold harmless the Customer from and 

against any claims based on the infringement of obligations pursuant to 

this section 2 by the Supplier or third parties. Further rights of the Cus-

tomer shall remain unaffected. In particular, an infringement of an obli-

gation pursuant to this section 2 entitles the Customer to terminate the 

contract for material breach. 

3. Software Related Services 

3.1 Should the Supplier develop or convert software for the Customer, the 

Supplier shall provide to the Customer all related documentation, the 

source and object code. 

3.2 Should the services include software related services,  

3.2.1. the Supplier shall provide support in the implementation of the applica-

tion of the developed/converted software and shall maintain it. Insofar 

as such support and maintenance services do not fall under the agreed 

scope of the contract, the Customer and the Supplier shall agree on 

reasonable remuneration; 

3.2.2. the Supplier shall comply with safe, state-of-the-art software develop-

ment methods including secure coding standards, such as, e.g., 

OWASP standards;  

3.2.3. the Customer has the right to yearly audit or have audited the Supplier’s 

compliance with the provisions of this section 3 and section 22 at the 

Supplier’s relevant site(s) without cause and, in addition, if the Cus-

tomer has a justified suspicion that the Supplier is not in full compliance 

with those provisions, in each case upon reasonable prior notice. 

4. Change Requests; Additional Expenses 

4.1 The Customer may amend the requirements for the services and other 

contractual conditions according to the following Change Request pro-

cess. 

4.2 The Customer will notify the Supplier in writing or by e-mail of the re-

quested change (“Change Request”). 

4.3 The Supplier shall no later than seven working days after receiving the 

Change Request notify the Customer in writing or by e-mail, as to 

whether and how the Change Request will affect the agreed schedule, 

the remuneration and/or other contractual conditions and submit an of-

fer for the implementation of the change request. If the implementation 

of the Change Request results in changes to the remuneration or the 

time schedule, such changes shall be calculated on the basis of the 

original calculation base. The Supplier is not obliged to submit an offer, 

if an implementation of the Change Request is unreasonably to be ex-

pected from the Supplier. 

4.4 If the Customer accepts the offer, the Change request shall form part 

of the contract and the contract shall be amended and/or supplemented 

through the agreed Change Request e.g. with regard to the services to 

be performed, the schedule and the remuneration. 

4.5 If in the Supplier’s opinion the Customer’s requirements or other cir-

cumstances attributable to the Customer are leading to increased time 

and material expenses and/or are affecting the agreed deadlines and/or 

the remuneration or if the Supplier considers changes to the services 

necessary or useful, the Supplier shall indicate this to the Customer 

promptly in writing or by e-mail. In such a case, sections 4.3 and 4.4 

shall apply, except that the offer must be submitted together with the 

notification. 

4.6 Additional expenses shall be reimbursed, and any additional remuner-

ation shall be paid only if such reimbursement or payment has been 

agreed expressly in writing in accordance with section 4.4. With regard 

to delivery dates, the Supplier can only rely on a hindrance if timely and 

proper notification has been made according to section 4.5.  

5. Duty to Inform 

Unless expressly agreed otherwise, the Supplier shall keep the Cus-

tomer informed about the progress of the services carried out on behalf 

of the Customer. Upon the Customer`s request, the Supplier shall allow 

the Customer access to the documentation of the work and services. 

6. Cooperation between the Contracting Partners 

6.1 Each contracting partner shall provide the other with the name of a com-

petent contact person who is responsible for obtaining decisions relat-

ing to the performance of the services. 

6.2 The Customer shall provide the Supplier’s contact person in the agreed 

data format, with all texts, documents, information and data available to 

the Customer which the Customer considers necessary for the provi-

sion of the services, where these are not otherwise available to the Sup-

plier. If the Supplier does not consider the information to be sufficient, 

it shall advise the Customer to this effect immediately. 

6.3 If it has been agreed that the Supplier is to design training material for 

provision of the services, approval of this material must be obtained 

from the Customer prior to use. 

6.4 The Supplier may only promote, offer, use or sell the results of the ser-

vices (see section 13.1) with the explicit written permission of the Cus-

tomer. 

7. Acceptance of Work Services (Werkleistungen) and Liability for 

Defects 

7.1 Work services (Werkleistungen) shall be subject to acceptance testing 

once they have been completed by the Supplier. Following completion 
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of acceptance testing, the Customer shall declare acceptance of the 

work services in writing or in other appropriate form provided the rele-

vant work services are free from defects. There shall be no acceptance 

in case of substantial defects. 

7.2 If services performed by the Supplier turn out to be defective, the Sup-

plier shall at the Customer’s discretion either remedy these defects or 

perform the services again without defects, within a reasonable period 

and at the Supplier’s own cost. If the Supplier fails to remedy the defects 

or perform the services again without defects despite being given a rea-

sonable time limit, the Customer may withdraw from the contract or re-

duce the remuneration by a reasonable amount or remedy the defect 

or have it remedied at the Supplier’s cost and demand compensation 

for damages in lieu of performance. 

7.3 The warranty period for material deficiencies is three years, insofar as 

no statutory provisions provide longer periods. 

7.4 The warranty period for deficiencies in title is five years, insofar as no 

statutory provisions provide longer periods. 

7.5 Further or other claims and rights remain unaffected. 

8. Travel Costs 

8.1 Travel and accommodation costs shall be reimbursed to the Supplier if 

the Customer has given its prior consent in writing or by E-mail to pay 

the travel costs of the Supplier or its employees. In such cases, the (net) 

travel and accommodation costs shall be reimbursed only upon presen-

tation of copies of the relevant receipts, showing the input tax amounts 

contained therein (with the exception of lump sums and mileage) and 

after deduction of possible input tax amounts, as follows: 

Rail 2nd class 

Air Economy class  

Kilometer Allowance In accordance with tax authority guidelines 
Lump sum overnight In accordance with tax authority guidelines 

accommodation or by arrangement with the project 

manager/coordinator, on presentation of 

copies of relevant receipts including higher 

overnight accommodation costs 

8.2 Prior to commencing any travel, the Supplier shall agree the details with 

the Customer (such as, for example, work location, dates, selection of 

hotel category and class of car if using a hired vehicle or private car 

instead of traveling by rail or air), whereby the most suitable and cost-

effective form of transport will be chosen, taking into account the ur-

gency of the matter. Travelling time will not be reimbursed. 

9. Remuneration 

As remuneration for the services and the rights of use granted to the 

Customer under section 13 below, the Customer shall pay the agreed 

amount to the Supplier following correct and timely performance of the 

services. 

10. Invoices 

10.1 Any agreed additional costs (travel and accommodation costs) and ap-

plicable VAT (where the services are subject to VAT legislation) shall 

be listed separately in the relevant invoice. The due taxation of all pay-

ments for income-tax purposes and any VAT payments is the respon-

sibility of the Supplier. Insofar as the services performed by the Supplier 

are subject to VAT and have been properly invoiced by the Supplier, 

the Customer is prepared to pay the VAT due on the agreed remuner-

ation. If the reverse-charge process is used for the services performed 

by the Supplier, the latter shall present the invoice without setting out 

VAT and refer to this fact by adding “Tax liability of the service recipient 

/ Reverse Charge” to the invoice. 

10.2 The order codes and numbers for each individual item shall be shown 

on the invoices. Invoices are not payable if these details are not in-

cluded. Duplicate invoices shall be marked as such. If hourly remuner-

ation is agreed, the relevant time sheets countersigned by the Cus-

tomer shall be attached to the invoice.  

11. Payment 

11.1 Unless otherwise agreed, payments shall be due and payable no later 

than 30 (thirty) days net. If payment is made within 14 (fourteen) days, 

the Customer is entitled to a 3 % (three percent) discount. The period 

for payment shall commence as soon as any delivery or service is com-

pleted and a correctly issued invoice is received. 

11.2 Insofar as the Supplier is required to provide material testing, test rec-

ords or quality control documents or any other documentation, such 

shall be a part of the requirements of the completeness of the delivery 

or performance. A discount shall also be allowed if the Customer sets 

off or withholds any payments to a reasonable extent on account of any 

deficiency. 

11.3 Payment does not constitute an acknowledgement that the correspond-

ing delivery or services were provided in accordance with the contract. 

12. Delay 

12.1 Decisive for the timely performance of the services is whether the 

agreed deadlines for performance have been met or, where the ser-

vices are subject to acceptance testing, on the successful and complete 

acceptance testing of the services by the Customer. 

12.2 If a delay in performance of the services or parts thereof or in their sup-

plementary performance becomes foreseeable, the Customer shall be 

notified to this effect immediately and its decision shall be obtained. 

12.3 If the Supplier falls behind schedule with the performance of the ser-

vices, the Customer is entitled to demand a penalty for each working 

day (or part thereof) of the delay of 0.3 % (zero point three percent) of 

the order amount, up to a maximum of 5 % (five percent) of the order 

amount. 

12.4 If the delay concerns a binding intermediary deadline (contractual dead-

line), the basis for the calculation of the penalty shall be the services 

which were to be performed until the end of the intermediary deadline. 

Penalties for exceeding intermediary deadlines shall be deducted from 

the penalty for exceeding the final completion date. 

12.5 If there is a delay with regard to a specific, fixed date (Fixtermin), the 

Customer is entitled to demand a penalty of 5 % (five percent) of the 

respective order amount for this specific date and/or to withdraw from 

the contract. 

12.6 The penalty does not release the Supplier from its delivery and service 

obligations. The penalty may still be claimed if the reservation of rights 

is made no later than the date of final payment. 

12.7 Further or other claims and rights remain unaffected. 

13. Rights of Use 

13.1 The Customer shall, whenever created, own all rights, title and interest 

in the results of the services (hereinafter called “results”) regardless of 

the stage of development reached. The Supplier shall keep the results 

for the Customer safe until they are handed over. To the extent the re-

sults are protected by copyright or other, non-transferable rights and 

the Customer cannot – because of the existence of these rights – be-

come owner of the results, the Supplier grants to the Customer the ex-

clusive, worldwide, transferable, sublicensable and unrestricted right, to 

modify, to have modified, to use, to have used, to publish, to have pub-

lished, to distribute, to have distributed, to utilize or to have utilized the 

results in their original form and as extended or modified by the Cus-

tomer. 

13.2 If and to the extent the Customer and/or a third party, that has a con-

tractual relationship with the Customer, requires the Supplier’s meth-

ods, processes, management tools, concepts, ideas and other know-

how, that the Supplier has developed, created or generated before or 

in course of the performance of services (“Background Know-How”), in 

order to make use of the results, the Supplier shall grant the Customer 

a perpetual, unrestricted, worldwide, royalty free, non-exclusive, subli-

censable, and transferable right to use or have used such Background 

Know-How. 

13.3 If the results contain inventions, ideas or designs which are patentable 

or otherwise eligible for registration, the Customer is entitled, at its dis-

cretion and in its own name, to apply for such property rights in any 

countries, to maintain these rights or to abandon them at any time. If 

necessary, the Supplier shall assist the Customer with the application; 

the Supplier shall refrain from any activity that may impede the applica-

tion and efficient exploitation of the rights by the Customer. The prop-

erty rights incurred as a result of such applications belong to the Cus-

tomer. 

13.4 The Supplier hereby waives its right to authorship credit with respect to 

the results, unless otherwise agreed in the individual case. 

13.5 The Supplier undertakes to ensure that the inventions or ideas arising 

in the course of the performance of the services are transferred to the 

Customer free of further charge or further cost. 

13.6 In contracts with its employees, freelancers or third parties, involved in 

the provision of the services in accordance with section 2.3 working on 

the services, the Supplier shall at all times assure that any and all rights 

as described in sections 13.1 and 13.2 are enjoyed by the Customer 

exclusively, worldwide and without any time limit, or other restriction, 

and also that they are not affected in any way by a termination of the 

contract between the Supplier and its employees, freelancers or third 

parties. Such provisions shall survive and be valid after termination of 

the contract between the Supplier and its employees, freelancers or 

third parties. Otherwise, the Supplier shall compensate the Customer 

for all resulting damages and expenditure including but not limited to 

reasonable costs of legal defense and shall indemnify and hold harm-

less the Customer to this extent against third-party claims, unless the 

Supplier is not liable for such damage, costs or claims. 
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14. Open-Source Software 

14.1 The Supplier shall inform the Customer – at the latest at the time the 

order is confirmed – whether the products and services to be delivered 

contain open-source software (OSS) components. 

14.2 In the context of this provision “OSS components” means any software, 

hardware or other information that is provided royalty-free by the re-

spective licensor to any user on the basis of a license with the right to 

modify and/or to distribute (e.g., GNU General Public License or the 

MIT License). Should the products and services delivered by the Sup-

plier contain OSS components, the Supplier shall comply with all appli-

cable OSS license terms and shall grant all those rights to the Customer 

and provide all information which the Customer needs in order to com-

ply himself with the applicable license terms. In particular, the Supplier 

must deliver to the Customer promptly after the order is confirmed the 

following: 

− a schedule of all OSS components used including their versions, 

indicating the relevant licenses, including a copy of the complete 

text of such licenses and copyright and/or authorship notices; 

− the source code of the relevant OSS, including scripts and infor-

mation regarding its generating environment insofar as the applica-

ble open-source conditions require this.  

14.3 The Supplier shall, by the time of order confirmation at the latest, inform 

the Customer in writing whether any OSS licenses used by the Supplier 

might be subject to a Copyleft Effect which could affect the products of 

the Customer. In the context of this provision, “Copyleft Effect“ means 

that the provisions of the OSS license require that certain of the Sup-

plier’s products, as well as any products derived from such products, 

may only be redistributed in accordance with the terms of the OSS li-

cense, e.g. only if the source code is disclosed. In case any OSS li-

censes used by the Supplier are subject to a “Copyleft Effect” as de-

fined above, then the Customer is entitled to cancel the order within two 

weeks of receipt of this information. 

15. Provision of Material, Information 

15.1 Material and information including data files and software provided by 

the Customer or made for the Customer remain the property of the Cus-

tomer and are to be stored, labeled as property of the Customer and 

administered separately and free of charge. Their use is limited to the 

orders of the Customer only and they shall not be made available to 

any third party. The Supplier shall supply replacements in the event of 

reduction of value or loss, for which the Supplier is responsible, even in 

the event of simple negligence. This also applies to the transfer of allo-

cated material. 

15.2 Any processing or transformation of the material shall take place for the 

Customer. The Customer shall immediately become owner of the new 

or transformed product. Should this be impossible for legal reasons, the 

Customer and the Supplier hereby agree that the Customer shall be the 

owner of the new product at all times during the processing or transfor-

mation. The Supplier shall keep the new product safe for the Customer 

at no extra cost and in so doing exercise the duty of care of a merchant. 

16. Release of Documents 

The Supplier shall release all documents and other tools, including cop-

ies thereof, that it has received or produced in connection with the or-

der, immediately after acceptance testing or handing-over of the results 

or, if acceptance testing or handing-over is not possible because of the 

type of results, after execution of the services. 

17. Confidentiality, Data Protection 

17.1 The parties shall treat as confidential all information which is marked as 

confidential or the confidential nature of which is evident to a reasona-

ble person and which they receive from or about the other party in the 

context of performing the contract, as well as the conclusion of the con-

tract – and shall keep the same confidential for five years after their 

disclosure - insofar as such information has not become publicly known 

by legal means or the other party has not consented in writing to its 

transfer in the individual case. The receiving party shall make confiden-

tial information available only to those employees and employees of 

affiliated entities who need the information for the fulfillment of their du-

ties and shall ensure that such employees are also subject to a confi-

dentiality obligation. The receiving party shall use this information ex-

clusively for the purpose of performing the contractual obligations. In-

sofar as the Customer agrees to any subcontracting to a third party, 

such third party shall agree to such terms in writing 

17.2 Insofar as the Supplier is granted access to personal data in the course 

of providing the services, the Supplier shall comply with the statutory 

provisions relating to protection of personal data and data privacy and 

shall enable the Customer to keep itself informed that such provisions 

are being complied with. The Supplier shall ensure that personnel (in-

cluding employees and freelance workers) who are involved with the 

processing of personal data committed themselves to confidentiality. 

17.3 Insofar as the Supplier performs services at the premises of the Cus-

tomer or has access to the Customer’s IT systems, the policy “Cyber-

security - Rules for Business Partners” shall also apply which will in this 

case be provided to the Supplier. The Supplier’s access to the Cus-

tomer’s IT systems requires the explicit prior consent of the Customer 

who will decide about the concrete type of access and is subject to the 

Supplier`s acceptance of the applicable rules for the access of third 

parties. 

17.4 The Supplier shall impose an obligation that corresponds to this sec-

tion 17 upon those third parties that it involves in the provision of the 

services in compliance with section 2.3. 

18. Assignment of Claims 

Any assignment of any claim is only allowed with the prior written ap-

proval of the Customer. 

19. Cancellation, Right of Termination; Consequences of Termina-

tion 

19.1 The Customer is entitled to cancel an order which entails the perfor-

mance of training services in whole or in part until 14 (fourteen) days 

before the scheduled training date without incurring any costs. If can-

cellation takes place at a later date, the Supplier is entitled to a reim-

bursement of the costs incurred because of such cancellation, limited 

in any case to the order amount of the respective cancelled service. 

19.2 The Customer is entitled to terminate the contract at any time. 

19.3 In this case, the Customer shall pay for the services performed to the 

point at which the contract was terminated. Furthermore, the Customer 

shall pay a compensation in the amount of 5 % (five percent) of remu-

neration for the part of services not yet performed. Any additional claims 

of the Supplier for fulfillment, reimbursement or damages due to such 

termination are excluded.  

19.4 Other rights to terminate the contract (with or without cause) remain 

unaffected by the foregoing. In particular, the Customer may terminate 

the contract for cause in case (a) the Supplier is in delay with its delivery 

or service and such delay – despite a corresponding reminder by the 

Customer - persists for more than two weeks after receipt of such re-

minder or in case (b) that adherence to the contract by the Customer 

cannot reasonably be expected from the Customer because of a reason 

attributable to the Supplier and taking into consideration the circum-

stances of the case and both parties interests. This might, in particular, 

apply in case of an actual or possible deterioration of the Supplier’s 

financial situation thus threatening the due fulfillment of the Supplier’s 

obligations under the contract. 

19.5 The Customer may also terminate the contract in case insolvency pro-

ceedings or similar proceedings in relation to the assets of the Supplier 

are applied for or commenced.  

19.6 In case of a termination by the Customer, the Customer may use the 

equipment available for the further provision of services, or services al-

ready provided by the Supplier, against reasonable remuneration. 

20. Code of Conduct, Security in the Supply Chain, Cartel Damages 

20.1 The Supplier is obliged to comply with the laws of the applicable legal 

system(s). In particular, the Supplier will not engage, actively or pas-

sively, nor directly or indirectly in any form of bribery, in any violation of 

basic human rights or any child labor. Moreover, the Supplier will take 

responsibility for the health and safety of its employees and shall fulfill 

the applicable minimum wage requirements. By acting in accordance 

with the applicable environmental laws, the Supplier shall take ade-

quate measures to avoid the deployment of so-called conflict minerals 

and shall create transparency over the origin of raw materials. The Sup-

plier shall reduce the emission of air pollutants (especially CO2) and 

protect natural resources such as soil, water and air. The Supplier shall 

provide a protected grievance mechanism  to report possible violations 

of this Code of Conduct and will use reasonable efforts to promote this 

Code of Conduct among its suppliers and those third parties engaged 

in the course of provision of the services according to section 2.3 above. 

20.2 The Supplier shall strongly support the efforts of the Customer regard-

ing security in the supply chain, which includes the attainment and 

preservation of the status as an Authorized Economic Operator (AEO) 

in terms of WCO SAFE Framework of Standards. Upon request of the 

Customer, the Supplier shall without undue delay sign and return to the 

Customer a written declaration on security in the supply chain provided 

by the Customer, which will be consistent with - depending on the reg-

istered office of the Supplier - the requirements of the European Com-

mission according to the then current AEO Guidelines or the require-

ments of a comparable initiative for security in the supply chain accord-

ing to WCO SAFE Framework of Standards (e.g. C-TPAT), unless the 

Supplier itself owns the status of AEO or a comparable status based on 

WCO SAFE Framework of Standards and is able to demonstrate such 

by providing an authorization or certificate respectively. 
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20.3 In addition to other rights and remedies the Customer may have, the 

Customer may terminate the contract in case of breach of the obliga-

tions under section 20 by the Supplier. However, provided that Sup-

plier’s breach of contract is capable of remedy, the Customer’s right to 

terminate is subject to the proviso that such breach has not been rem-

edied by the Supplier within a reasonable grace period set by the Cus-

tomer. 

20.4 If the Supplier violates applicable antitrust laws, by forming a cartel or 

by a similar anticompetitive behaviour, in relation to the deliveries and 

services supplied to the Customer, the Supplier shall pay to the Cus-

tomer liquidated damages in the amount of 15% (fifteen percent) of the 

total remuneration for the relevant deliveries and services during the 

relevant period. 

20.5 Notwithstanding section 20.4, both parties shall be entitled to prove that 

the Customer’s actual damages are higher or lower than the liquidated 

damages amount, in which case such actual damages shall be payable 

pursuant hereto.  All other contractual or statutory rights and claims of 

the Customer remain unaffected. 

21. Product Conformity, Product Related Environmental Protection 

including Substance Declaration, Dangerous Goods, Occupa-

tional Health and Safety 

21.1 Should the Supplier deliver products, to which product-related statutory 

and legal requirements apply in view of their placing on the market and 

further marketing in the European Economic Area or to which corre-

sponding requirements apply regarding their supply and marketing in 

other countries notified by the Customer to the Supplier, then the Sup-

plier must ensure compliance of the products with these requirements 

at the time of transfer of risk. Furthermore, the Supplier must ensure 

that all documents and information which may be necessary to demon-

strate the conformity of the products with the respective requirements 

can be provided immediately to the Customer upon request. 

21.2 Should the Supplier deliver products, substances of which are set out 

in the “List of Declarable Substances” (www.bomcheck.net/suppliers/ 

restricted-and-declarable-substances-list) applicable at the time of the 

order or which are subject to statutorily-imposed substance restrictions 

and/ or information requirements (e. g. REACH, RoHS), the Supplier 

shall declare such substances and provide information as requested in 

the web database BOMcheck (www.BOMcheck.net)  no later than the 

date of first delivery of products. With respect to statutorily imposed 

substance restrictions the foregoing shall only apply to laws which are 

applicable at the registered seat of the Supplier or the Customer or at 

the designated place of delivery requested by the Customer. 

21.3 Should the delivery contain goods which – according to international 

regulations – are classified as dangerous goods, the Supplier will inform 

the Customer hereof in a form agreed upon between the Supplier and 

the Customer, but in no case later than the date of order confirmation.  

21.4 The Supplier is obliged to comply with all legal requirements regarding 

the health and safety of the personnel employed by the Supplier. It must 

ensure that the health and safety of its personnel as well as indirect 

subcontractors employed to perform the deliveries and services is pro-

tected. 

22. Cybersecurity  

22.1 The Supplier shall take appropriate organizational and technical 

measures to ensure the confidentiality, authenticity, integrity and avail-

ability of Supplier Operations as well as products and services. These 

measures shall be consistent with good industry practice and shall in-

clude an appropriate information security management system con-

sistent with standards such as ISO/IEC 27001 or IEC 62443 (to the ex-

tent applicable).  

22.2 “Supplier Operations” means all assets, processes and systems (in-

cluding information systems), data (including Customer data), person-

nel, and sites, used or processed by the Supplier from time to time in 

the performance of this contract.  

22.3 Should products or services contain software, firmware, chipsets or in-

tegrated circuits: 

22.3.1. the Supplier shall comply with safe, state-of-the-art software develop-

ment methods including secure coding standards, such as, e.g., 

OWASP standards; 

22.3.2. the Supplier shall implement appropriate standards, processes and 

methods to prevent, identify, evaluate and repair any vulnerabilities, 

malicious code, and security incidents in products and services which 

shall be consistent with good industry practice and standards such as 

ISO/IEC 27001 or IEC 62443 (to the extent applicable); 

22.3.3. the Supplier shall continue to support and provide services to repair, 

update, upgrade and maintain products and services including the pro-

vision of patches to the Customer remedying vulnerabilities for the rea-

sonable lifetime of the products and services; 

22.3.4. the Supplier shall provide to the Customer a bill of materials identifying 

all third-party software components contained in the products. Third-

party software shall be up to date at the time of delivery to the Cus-

tomer; 

22.3.5. the Supplier shall grant to the Customer the right, but the Customer 

shall not be obliged, to test or have tested products for malicious code 

and vulnerabilities at any time, and shall adequately support the Cus-

tomer. 

22.3.6. the Supplier shall provide the Customer a contact for all information se-

curity related issues (available during business hours). 

22.4 The Supplier shall promptly report to the Customer all relevant infor-

mation security incidents occurred or suspected and vulnerabilities dis-

covered in any Supplier Operations, services and products, if and to the 

extent the Customer is or is likely to be materially affected.  

22.5 The Supplier shall take appropriate measures to achieve that its sub-

contractors and suppliers shall, within a reasonable time, be bound by 

obligations similar to the provisions of this section 22.    

22.6 Upon the Customer’s request, The Supplier shall provide written evi-

dence of its compliance with this section 22 including generally ac-

cepted audit reports (e.g., SSAE-18 SOC 2 Type II).  

23. Export Control and Foreign Trade Data Regulations 

23.1 The Supplier shall comply with all applicable export and import re-

strictions, customs and foreign trade regulations (hereinafter referred to 

as “Foreign Trade Regulations”) in relation to all services to be provided 

according to this contract.  The Supplier shall obtain all necessary ex-

port licenses pursuant to the applicable Foreign Trade Regulations. In 

particular, the Supplier represents and warrants that none of its prod-

ucts nor its services provided under the contract contain prohibited 

products and/or services under the Foreign Trade Regulations applica-

ble to the Customer (including, but not limited to, Council Regulations 

(EU) 833/2014, 692/2014, 2022/263 or 765/2006 as well as the U.S. 

Export Administration Regulations (15 C.F.R. Parts 730-774), and im-

port regulations enforced by U.S. Customs and Border Protection). 

23.2 The Supplier shall advise the Customer in writing within two weeks of 

receipt of the order and in any case before the services are performed 

– and in case of any changes without undue delay – of any information 

and data required by the Customer to comply with all Foreign Trade 

Regulations in case of export and import as well as re-export, including 

without limitation: 

- All applicable export list numbers, including the Export Control Clas-
sification Number according to the U.S. Commerce Control List 
(ECCN); and 

- the statistical commodity code according to the current commodity 
classification for foreign trade statistics and the HS (Harmonized 
System) coding; and 

- the country of origin (non-preferential origin); and – upon request of 
the Customer – documents to prove the non-preferential origin; and 

- the preferential country of origin, and, upon request of the Cus-
tomer, documents pursuant to the requirements of the applicable 
preferential law to prove the preferential origin (e.g., supplier’s dec-
laration). 

24. Reservation Clause 

The Customer shall not be obligated to fulfill the contract if such fulfill-

ment is prevented by any impediments arising out of national or inter-

national foreign trade or customs requirements or any embargoes or 

other sanctions. 

25. Mention as Reference Customer 

Only upon the Customer’s prior written approval, the Supplier shall be 

allowed to mention the Customer as a reference customer and/or make 

reference to products or services which the Supplier has developed 

during the performance of an order for the Customer and/or to make 

press releases or other public declarations in connection with the order.  

26. Supplementary Provisions 

26.1 Insofar as the provisions of these Conditions of Purchase do not regu-

late certain matters, relevant statutory provisions shall apply. 

26.2 The Supplier shall be liable for any expenses and/or damages incurred 

by the Customer due to any breach of these conditions, in particular of 

sections 7, 12, 13, 14, 20, 21, 22 and 23, unless the Supplier is not 

responsible for such breach. 

27. Place of Jurisdiction and Applicable Law 

27.1 German substantive law shall apply, excluding the provisions of the 

United Nations Law on the Sale of Goods of 11th April 1980. 

27.2 The relevant court of jurisdiction shall be Nuremberg. 
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